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Our privacy statement in full 

We handle your personal data with great care 

In case of life insurance and pension products, your personal data is processed by NN 
Insurance Belgium NV, 38 Fonsnylaan, 1060 Brussels, the Data Controller. 

In case of indemnity insurance products, your personal data is processed by NN Non-Life, 38 
Fonsnylaan, 1060 Brussels, as a Belgian Branch of Nationale Nederlanden Schadeverzekering 
Maatschappij NV and the Data Controller. 

NN takes your privacy very seriously, which is why we handle your personal data with great 
care. To do this, we take both visible and invisible measures. This privacy statement contains 
information about the way in which we deal with your personal data. 

What is personal data? 

If you want to purchase a product from us, for example, or make a claim, we will ask for your 
personal details, such as your name and address. Also, when you visit our websites, we may 
collect personal data relating to you, such as the IP address of your computer. 
 
Personal data is information that tells us something about you or that we can relate to you. 
We call collecting, storing and using your data ‘processing’ your personal data. It is a concept 
derived from a European regulation. ‘Processing’ is a term used under the law. When 
processing your personal data, NN abides by all the laws and regulations in the matter, 
including the General Data Protection Regulation (GDPR). Below you can read about the 
purposes for which we process personal data and the data that may be involved. 

What do we process your personal data for? 

We store and use your personal data for clearly defined purposes only. In most cases, we 
receive your personal details from you yourself because you are purchasing – or wish to 
purchase – one or more products. The legislation then refers to the processing of data 
necessary for the conclusion or the performance of a contract. This is to say that we cannot 
allow you to subscribe to one of our products or allow you to request that it be performed in 
the event of a claim, for example, if we do not or cannot process your data. What it boils down 
to is the fact that we cannot assist you as a customer if we do not have any details about you 
or are not allowed to store that data. 

Your personal data is also used because we operate a centralised customer administration 
system. We also use it to carry out marketing activities, as well as to do everything we can to 
prevent and fight fraud or use it for risk management. Under the law, this is called ‘processing 
for legitimate interests’. This may also be in your own interests, because having that data 
enables us to help you better and also to fight fraud. 
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We also process your data so that we can meet our legal obligations. 

Below you will find more information about the reasons why we process your personal data. 

 
In the context of pre-contractual measures, the conclusion, management and/or execution 
of the insurance contract(s) 

In the context of pre-contractual measures, conclusion, management and/or enforcement the 
insurance contract(s) of which you are the policyholder, the insured person, the contractual 
beneficiary, the beneficial owner, or where applicable, the agent, or the legal representative 
of such persons, NN processes your personal data for the following purposes:  

• the conclusion, management and execution of the insurance contract(s), including 
assessment of the risks and evaluation of eligibility; 

• the fulfilment of pre-contractual and contractual obligations and obligations arising 
from the insurance relationship with you, including: 

o the management of the contractual relationship; 
o the provision of customer service (for example replying to your e-mails or calls 

(including their recording, where applicable); 
o the issue, collection and verification of invoices and premiums; 
o the management and settlement of claims and reimbursements (including 

exchange of data with Assuralia / Datassur within the framework of the RDR 
convention RDR for indemnity insurance products); 

o the management of complaints and disputes; 
o recovery from third parties responsible for a claim (specific for indemnity 

insurance products); 
o communication with NN staff regarding the conclusion, management and/or 

execution of the insurance contract(s); 
o A risk allocation through co-insurance, reinsurance or assistance services. 

• the exchange of data with Assuralia concerning RSR and the claims database (specific 
for indemnity insurance products). 

Insofar as you provide us with your health data in the context of a pre-contractual or 
contractual relationship with us, we need to obtain your explicit consent. 

The personal data that you provide use with for the conclusion and execution of your policies 
is necessary for the conclusion of your contract and to comply with our legal obligations. 
Without this data, the contract cannot be concluded. 

In some cases, record the data of people other than our customers, such as injured parties, 
administrators and contractual beneficiaries. We only do this to the extent necessary to 
implement the agreement with the customer. 
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For the central customer administration 

NN operates with a central customer administration system. Our customer service 
department uses this customer administration to see what products you have with us so that 
we can respond to you quickly and accurately. The data that our central customer 
administration department uses includes your name, date of birth, address details, other 
contact information, details about the product or products that you have with us, payment 
details, marketing data and details about claims. 
 
For marketing objectives 

From a marketing point of view, NN may process your data to produce commercial modelling 
and profiling, including: 

• conducting studies, creating models and producing statistics for strategic and 
commercial purposes, such as the development of new products and services, and our 
positioning on the market;  
and 

• for establishing customer profiles and models, using the information obtained from 
analytical models to respond effectively to the requirements of customers and 
potential customers. 

This processing is carried out in the legitimate interest of NN, which consists of improving and 
developing our products and services, as well as planning our strategy and growth. 

Your data can also be processed for developing and enhancing NN products and services and 
improving the customer’s experience. NN may process your personal data to develop and 
enhance its products and services and improve the customer’s experience. This processing 
covers: 

• the monitoring, revision, assessment, simplification, optimisation and/or automation 
with or without Artificial Intelligence of our:  

o processes and systems to make our back-office operations more efficient;  
o digital channels to enhance your experience as a customer;  
o distribution; and/or 
o products, services, systems and processes in order to ensure continuous 

improvement; 
• monitoring the quality of our services (for example by conducting customer 

satisfaction surveys); 
• the management of relations with third parties (such as suppliers). 

This processing is carried out in our legitimate interest, which consists of acting and providing 
services in the interest of our customers, as required by the regulations, such as the Insurance 
Distribution Directive (IDD), and, more generally, to maintain and improve the services we 
provide. 
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Direct marketing of services and products 

Direct marketing about NN products and services is another marketing purpose. NN does not 
and will not use your sensitive personal data, or any personal data about your health, for 
direct marketing purposes. 

Direct marketing may be carried out using various means of communication (such as by post, 
e-mail, telephone and any other form of electronic communication) by NN itself, in line with 
the applicable legislation. 

NN may, based on its legitimate interests, process your non-sensitive personal data for the 
purpose of: 

• examining and optimising the NN products and services you have currently; 
• telling you about new insurance products; 
• improving our services by having a better understanding of your expectations and 

experiences with our products and services. 

The direct marketing activities mentioned above are carried out in our legitimate interest, 
which is to inform our existing customers about NN products and services. 

Your consent is required for some marketing activities. You are always asked to provide this 
consent in advance. If you have granted your consent previously and would like to withdraw 
it, please contact our Data Protection Officer at dpo@nn.be for life insurance and pension 
products, and at dponl@nn.be for indemnity insurance products. 
 
For governance, security and the fight against fraud 

NN processes your data in order to carry out corporate governance tasks and checks, to 
ensure security and to prevent fraud. This processing includes: 

• compliance with regulatory requirements, standards and codes of conduct that apply; 
• administration, management and follow-up by NN (carried out, for example, by the 

legal department, for governance tasks, legal risks, the resolution of litigation and 
disputes, by the risk management department, the complaints management 
department, the compliance department, the internal audit department, etc.); 

• A risk allocation through (co-)insurance and/or reinsurance; 
• the monitoring of our activities and the administrative knowledge of the various 

persons and legal entities with which NN maintains contact, making it possible to 
identify cases, intermediaries and other parties involved, if necessary; 

• protecting customers, employees of NN, the company, assets and shareholders of NN; 
• the general purposes of physical security; 
• communication (for example of e-mails) and the recording of calls for evidentiary 

purposes and for preventing and detecting fraud; 
• general security operations and checks on NN’s IT networks and systems, including 

our application landscape (for example during the investigation or resolution of 
incidents, or access problems to systems or applications for customers); 

mailto:dpo@nn.be
mailto:dponl@nn.be
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• the prevention, detection and investigation of late payments, crimes, abuses and 
fraud. In this regard, we can detect that you are late in paying your premium, that you 
are involved in a case of fraud, that you are cooperating with terrorism, the smuggling 
of arms or human trafficking, etc. Discoveries of this type may result in not granting 
you a policy or insurance cover. 

We may also exchange data within NN and with other financial institutions or external 
investigation agencies. 

To guarantee the security and integrity of NN companies, we use a central events 
administration system. This may include personal data connected with events that may be of 
importance and for this reason require special attention. We have a single-event 
administration system for all companies in the NN Group NV. Data from the events 
administration system is available for all companies controlled by NN Group NV. 

These processing activities are carried out in our legitimate interest, which consists of 
ensuring good corporate governance and the prudential supervision to which NN is subject. 

NN also ensures, through legitimate interest assessment, that this processing is necessary to 
achieve the objective(s) and that our interests are in balance with yours and with respect for 
your privacy. 

 
To be able to assess risks better 

NN conducts surveys, creates models and produces statistics for regulatory reports, risk 
analysis or to monitor profitability. We do this: 

• for external reporting purposes, in line with the various general regulations in financial 
law and insurance law to which we are subject (such BE GAA and IFRS 17), or to share 
statistical data (not including personal data) about insurance with sector organisation 
such as Assuralia, etc.; and 

• for internal reporting purposes to comply with the policies and guidelines set by the 
NN Group NV, of which we are a member, to enable them to assess overall and 
financial risks designed to guarantee the viability and continuity of the NN Group NV. 

These processing activities are carried out in our legitimate interest, in the light of the 
prudential monitoring to which NN is subject. 

 
Processing data for court cases 

We may be required to process your personal data for the establishment, exercise or defence 
of legal rights. 
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To comply with legal obligations 

NN may also process your personal data on the grounds of compliance with the numerous 
statutory obligations to which NN, as an insurance company or distributor of insurance 
products, is subject, such as the legislation or obligations governing: 

• insurance companies, Solvency II and market stability, as provided for by the Act of 
13th March 2016 relating to the status and control of insurance or reinsurance 
companies, circulars from the National Bank of Belgium, etc.; 

• insurance policies and their distribution, such as the Insurance Act of 4th April 2014, 
the insurance distribution directive (IDD), etc.; 

• social security and social protection; 
• tax matters or accountancy; 
• the prevention of money laundering and the financing of terrorism; 
• the protection of investors and consumers; 
• data protection; 
• the safety of our visitors via surveillance cameras at our offices, in accordance with 

the Act of 30th July 2018 amending the Act of 21st March 2007 governing the 
installation and use of surveillance cameras; 

• Etc. 

In addition, NN may also be subject to the obligation to respond to  

• questions from control or government authorities, such as the Data Protection 
Authority, the Financial Services and Markets Authority (FSMA), the National Bank of 
Belgium (BNB), Federal Public Service Finance, sector or consumer Organisations, such 
as the Insurance Ombudsman, etc.;  

• to the question of its external auditor; and/or 

• to judicial investigations, to court rulings and judicial proceedings in general (whether 
civil or criminal). 

Consent 

To be able to process your personal data regarding your past, present and future state of 
health, we require your consent, just as we do to carry out certain direct marketing activities. 

NN will only process your personal data relating to your health for purposes for which you 
have given your specific consent. 

More specifically: 

• before (an) insurance policy(ies) can be concluded and depending on the product, NN 
processes certain items of your personal data relating to your health so that it can set 
appropriate prices and management associated costs; and 

• for the purpose of managing, processing and handling your claims. 
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If you do not give your specific consent or wish to withdraw your consent, this may adversely 
affect the conclusion, management and/or proper fulfilment of your insurance policy(ies). 

NN may be required to process your personal data, including personal data about your health 
and/or personal data about criminal convictions and offences, in order to establish, exercise 
or defend legal rights or for the management of our own litigation. When carrying out this 
type of processing, NN will comply with the applicable data protection laws. 

What about minors and individuals who are legally  
incompetent? 

Normally, NN does not process the personal data of any individual under the age of 18 or 
individuals who are legally incompetent. 

We only process that data if we have received the written consent of the person with 
parental/legal responsibility for the minor in question and/or for the legally incompetent 
person. This person with responsibility will be the legal representative of the minor or legally 
incompetent person for all aspects relating to the conclusion, management and/or execution 
of the insurance policy(ies), as well as for all aspects associated with the person’s privacy in 
this regard. 

What personal data do we process? 

THE PERSONAL DATA THAT WE RECEIVE FROM YOU FOR THE IMPLEMENTATION 
OF THE AGREEMENT. THIS INFORMATION RELATES TO: 

• General details, such as your name, address, telephone number, e-mail address and 
date of birth. 

• Data that enables you to be identified. 
• Your account number to be able to receive payments from you or to make payments 

to you. 
• Financial data. We request this information in some cases, such as when applying for 

death insurance. 
• Data that we require for a specific product, such as a registration number in the event 

of a damages claim for a car insurance policy. 
• In certain cases, a legal obligation means we also need your national register number. 

HEALTH DETAILS 

For cover such as insurance against death or disability insurance, we also need to receive your 
health details from you. We obtain this data from you, your employer or – with your 
permission – from a doctor. The processing of your medical records takes place under the 
responsibility of the medical adviser (doctor). Medical records are only provided by the 
medical adviser to other parties within the company to enable them to carry out their work. 
In such cases, these other parties also have the same duty of confidentiality as is imposed on 
the medical adviser in terms of his/her medical confidentiality. 
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ADDITIONAL DATA 

The term ‘additional data’ means extra information that we have not obtained from you or 
your adviser, but from other (public) sources. This might include viewing information for 
combating terrorism or money laundering, or consulting information from the central credit 
office. 

Or data connected with your personal preferences: information about your behaviour and 
preferences regarding the use of communication and relationship channels. In some cases we 
do this assess a risk or to comply with our legal obligations. You will find more information in 
this regard on this page under 'Who do we obtain your data from?'. 

CONTACT HISTORY 

We keep a record of when you are in contact with us.  

YOUR VISITS TO OUR WEBSITES AND USE OF OUR APPS 

We record details about your visits to our websites or use of our apps. For example, which 
pages you visited, when you logged into apps or what searches you carried out. This enables 
us to operate the site better and to give you a more personalised experience. We also use this 
data for marketing activities. One of the ways we do this is by placing ‘cookies’. You will find 
more information about the use of ‘cookies’ in our Cookies Statement. ‘Cookies’ not only refer 
to small text files, but also to any similar techniques with which we may store or read data on 
your device. These techniques have the same function as cookies: they ensure that your 
preferences can be stored and read. We also process your IP address. This is the number of 
your computer, tablet or mobile on the Internet that makes you visible for other computers, 
tablets and mobile phones. 

Who do we obtain your data from? 

We get most of your personal data from you or your financial adviser. If you are insured with 
NN Insurance Belgium, via your employer for example for a pension policy, we obtain your 
details from your employer. If necessary, in implementing an agreement, we may also obtain 
data from other banks and insurance companies. We obtain information about your health 
from you, or from your employer (if you have work disability insurance cover), or via your 
doctor (after you have given your consent). 

 
We also use public data and data from market research agencies to validate and enhance our 
data, as well as to gain better insights about our customers and services. We only process 
personal data obtained from third parties if that data is permitted to be provided by that party 
and then only for the purposes for which it was obtained. 

Who can we pass your personal data on to? 

https://www.nn.nl/Cookieverklaring.htm
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We are allowed to pass on your personal data to the persons, companies and authorities 
stated below. We only do so when: 

• it is necessary for the implementation of the agreement; 
• we have a ‘legitimate interest’ to do so and the passing on of your data is necessary. 

You will find an explanation of this in the section headed ‘What do we process your 
personal data for?’; 

• there is a legal obligation for us to pass on your data; 
• you have given us your consent. 

Only if at least one of the reasons stated above applies do we pass on your data to one or 
more of the parties below: 

• Our staff, on condition that they require this data for the work they are doing. 
• Entities in the NN Group NV and their representatives in other countries, their 

suppliers and service providers, on condition that it is necessary for operational 
purposes and to comply with legal obligations. 

• Companies to which we outsource tasks (‘processors’). These companies are then 
working on our behalf. 

• Your financial adviser, his/her/its suppliers or service providers. 
• Your employer and its adviser, if you are insured via your employer. 
• Your former employer if your group insurance policy remains in your former 

employer's group insurance. 
• Medical advisers and employment specialists. 
• Companies that we bring in as part of settling a claim by providing loss assessment 

services or repair and consultancy works, for damage and income protection 
insurance. 

• Lawyers and technical advisers. 
• Public services, such as regulators, the police and courts, and government 

departments, if we are legally obliged to do so. 
• Other banks and insurance companies. This also includes reinsurers and legal 

assistance insurers. 
• Bailiffs, collection agencies and/or notaries. 
• To any person who is appealing or against whom an appeal is made in connected with 

the agreements underwritten. 
• External registers, such as the Central Point of Contact for accounts and financials 

contract (PCC). 
• The Belgian identity document verification website (checkdoc.be) 
• Specific for damage insurance products: Datassur (within the framework of the RDR 

agreement). 

In the event of a transfer of rights and obligations from one insurance portfolio form NN to 
another insurer (or, where applicable, an institution for occupational retirement provision) 
and if your contract is include, your personal data and, among other things, your medical data 
be transferred to this insured, which will then act as the responsible party of the processing 
of personal data. 
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Automated decision-making 

For several products, such as death insurance, we assess the application using an automated 
process. We may also use Artificial Intelligence for that. In the relevant processes, we check 
whether you meet our acceptance criteria. Among other things, we check whether the 
information you have provided in the application about yourself or the object you wish to 
insure is correct. 

The automated process is followed by a manual procedure in which automatic acceptance is 
not possible. 

You have the right to have an automated decision submitted to an employee and to receive 
an explanation, let us know what you think and object if necessary. 

 

IN THE CREATION OF INDIVIDUAL LIFE INSURANCE POLICIES 

In order to assess whether NN Insurance Belgium nv can offer you an individual life insurance 

policy and at what rate, NN Insurance Belgium nv can take into account, among other things: 

a number of general criteria relating to the person of the policyholder or the insured (e.g., 

your age, state of health) and criteria related to restrictions legal or tax (e.g. the maximum 

(annual) payment for pension savings, etc.). In this way, NN Insurance Belgium NV guarantees 

you a uniform and objective service, regardless of regardless of the distribution channel 

chosen. You can find more information about this in the segmentation policy (Segmentation 

policy NN | NN Belgium – Insurance). 

This is how we take care of your personal data 

WE PROVIDE STRONG PROTECTION 

We devote a great deal of time and attention to protecting our systems and the personal data 
stored in them. We are constantly monitoring the security of our data traffic. If anything goes 
amiss, we take immediate action to rectify the situation. We resolve data leaks and keep a 
record of them, which we are obliged to do under the law. We also report them to the 
relevant authority and to you, if there is reason to do so. 

THE WAY WE PROCESS PERSONAL DATA IS REGULATED: 

• The Data Protection Authority (APD) monitors us to ensure we comply with the GDPR 
and other privacy-related regulations. 

• The National Bank of Belgium (NBB) and the Financial Services and Markets Authority 
(FSMA) monitor the finance sector in general and hence also NN. 

• In-house, the Data Protection Officer (DPO) monitors the way we deal with your 
personal data. For life insurance and pension products, the DPO can be reached 
via dpo@nn.be. For indemnity insurance products, the DPO can be reached 
via dponl@nn.be. 

https://www.nn.be/en/about-nn/what-we-do/segmentation-policy-nn
https://www.nn.be/en/about-nn/what-we-do/segmentation-policy-nn
mailto:dpo@nn.be
mailto:dponl@nn.be
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WE HAVE SIGNED A CONFIDENTIALITY STATEMENT 

All of our employees have signed a confidentiality statement. We deal carefully with the data 
that you entrust to us. Only authorised personnel may view and process your data. 

 

What are your rights? 

As a customer you have a number of rights relating to your personal data. These rights are 
explained below. 

YOU HAVE THE RIGHT TO ACCESS 

This means that you can request what personal data we have recorded in relation to you and 
what we use it for. 

YOU HAVE THE RIGHT TO RECTIFICATION, DELETION AND LIMITATION 

You have the right to have your personal data rectified if it is not correct. You also have the 
right to have your personal data deleted if your personal data has not been processed 
legitimately, or is no longer required for the purpose for which it was processed, or because 
you have withdrawn your consent and NN no longer has a valid reason to process your data. 
You also have the right to limit the processing of your personal data. This rights means that 
you can indicate that your data may no longer be used on a temporary basis. You can use this 
right if your personal data is no longer accurate, has been unlawfully processed, is no longer 
required for the purpose for which it was collected or processed, or if you object to it being 
processed and object to it still being processed by us. 

YOU HAVE THE RIGHT TO THE PORTABILITY OF YOUR DATA 

This means that in certain cases, you have the right to ask us to transfer the personal data 
that you have given us to yourself and/or to another service provider. 

YOU HAVE THE RIGHT TO OBJECT 

You may object to the processing of your personal data if we use it for other purposes than 
those that are necessary for the implementation of an agreement or necessary to comply with 
a legal obligation. We will examine your objection carefully and cease processing your 
personal data, if necessary. 

You have the right at all times and without stating a reason to object to your personal data 
being processed for business prospection purposes (direct marketing) and the profiling 
associated with it. 

 

 



 

PRIVACY STATEMENT - NN BELGIUM  –  V3.0  - ENG                                                                                                                                      12 
 

YOU HAVE THE RIGHT TO WITHDRAW YOUR CONSENT 

This means that you may withdraw the consent that you granted previously. For health data, 
any such withdrawal of consent will result in the processing of health data with purposes 
stated earlier no longer continuing. This may have possible consequences for the policy you 
have taken out. 

 

YOU HAVE THE RIGHT TO HUMAN INTERVENTION IN THE EVENT OF AN AUTOMATIC 
DECISIONS 

You can express your point of view and challenge the automated decision in the taking 
automated individual decision-making. While you may exercise this right at any time, this way 
result in a delay in the processing of personal data and the conclusion of the insurance 
contract(s).  

 

SET YOUR BUSINESS CORRESPONDENCE PREFERENCES 

You can easily change your choice to receive offers at any time. For more information, see 
Consentement pour communication numérique | NN Belgium – Assurances 

EXERCISING ONE OF THESE RIGHTS 

If you wish to exercise one of these rights, send an e-mail to dpo@nn.be for life insurance and 
pension products, or to dponl@nn.be for indemnity insurance policies. 

Make sure that it is clear which right you want to exercise and in what way (e.g. by e-mail, by 
post) you wish to receive the information. Please note that in certain cases we will ask for 
more information; we want to make sure we're helping the right person. 

We will reply within a month. Exceptionally, this may take longer (up to a maximum of 3 
months in total), but in that case, we will let you know within 1 month why this is the case. 

Whether or not you can exercise your rights depends on the purpose of the processing and 
the legal base for the processing. 

How long do we keep your data? 

We keep data for as long as we are required to do so by law and for as long as it is necessary 
for the purpose for which we use the data. This may differ from product to product. 

We retain your data for as long as you are one of our customers. We will also retain it for 
some time after you no longer have a certain product of ours. When that is the case, we apply 
statutory retention time. After that, we only retain your data for statistical purposes and for 
dealing with complaints and to handle legal claims. 

 

 

https://www.nn.be/fr/consentement-pour-communication-numerique
mailto:dpo@nn.be
mailto:dponl@nn.be
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Where do we process your data? 

Your data is usually processed within the European Union (EU). In some cases, personal data 
is processed outside the EU. Also, some of our providers and collaborative partners are 
located outside the EU or provide these services outside the EU. The regulations in these 
countries do not always offer the same level of protection for personal data as European 
regulations. However, to ensure that your personal data is kept secure, in these cases we take 
measures by signing agreements in which we make comparable arrangements regarding the 
security of personal data, just as we do within the EU. We call this EU model contracts 
"Standard Contractual Clauses (SCC) - European Commission (europa.eu)). 

 

Got any questions? 

If you have any general questions about your personal data, please contact us 
via dpo@nn.be for life insurance and pension products, or dponl@nn.be for indemnity 
insurance policies. 

The Privacy Statement may be modified to remain compliant with new legislation or our 
updated processes. We therefore recommend that you visit this page regularly. So, visit 
regularly this page. The last revision was on July 1, 2024. 

  

Got a complaint? 

If you have a complaint about the way in which NN deals with your personal data, please 
contact us via dpo@nn.be for life insurance and pension products, or dponl@nn.be for 
indemnity insurance policies. 

You may also lodge a complaint via the Data Protection Authority (contact@apd-gba.be or 
via the website Homepage | Autorité de protection des 
données<br>Gegevensbeschermingsautoriteit (dataprotectionauthority.be). 

 

Modifications to the privacy statement 

NN may modify this Privacy Statement whenever it is necessary. You can view the latest 
version at any time via the following address: Privacy statement | NN Belgium – Insurance. 
 

 

  

mailto:dpo@nn.be
mailto:dponl@nn.be
mailto:dpo@nn.be
mailto:dponl@nn.be
mailto:contact@apd-gba.be
https://www.dataprotectionauthority.be/citizen
https://www.dataprotectionauthority.be/citizen
https://www.nn.be/en/privacy-statement

